ITpunoxxenune Ne2. MH(popManmoHHas namMaTKa /1A 00yJaromuxcs /sl pa3MelieHus Ha
o¢unuanbHbIx HTEepHeT-pecypcax

C KaX/[pIM TOZIOM MOJIO/IEXXUA B UIHTEPHETe CTAHOBUTHLCS OOJIBbIIIE, a IIKOJILHUKKA OJHU U3
CaMBbIX aKTUBHBIX TIO/b30BaTeneld PyHera. Mexay Tem, MOMHMO OrPOMHOTO KOJIMUeCTBa
BO3MOJKHOCTel, MHTepHeT HeceT U TpobseMbl. JTa MaMsTKa [JO/DKHA romMoub Tebe Ge3omacHo
HaXOJUTHCS B CETH.

KomnblomepHble supychbl

KommnbloTepHblii  BUpPYC — 3TO  pa3sHOBUJHOCTb  KOMIBIOTEPHBIX  IPOTPaMM,
OT/IMUUTENIbHOM OCOOEHHOCTBIO KOTOPOM  SIBISIeTCSl  CIIOCOOHOCTb K pa3MHOXKeHW. B
[IOTIOJIHEHNWEe K 3TOMY, BUPYChl MOTYT MOBPeJUTb WM TMOMHOCTBIO YHUUTOXWThH BCe (haiiibl U
JlaHHbIe, TO/KOHTPOJIbHbIE T0/Ib30BaTe/I0, OT MUMEeHU KOTOporo Oblja 3amylleHa 3apa)kéHHas
rporpaMMa, a Takke TOBpeJUTb WIM [aXe YHUUTOXXUTh OIEepaljiOHHYI CHUCTEMY CO BCEMU
daitnamu B LjesioM. B 60/BLIMHCTBE C/lydaeB paclpOCTPAHSIOTCS BUPYChI Uepe3 UHTepHeT.

MeTo/ibI 3alUThI OT BPeAOHOCHBIX IPOrPaMM:

1. Vicrone3yil coBpeMeHHble OmnepaljoOHHble CUCTeMbl, UMeIOIie CepbE3HbIi YPOBEHb
3allUThl OT BPeIOHOCHBIX MTPOTPaMM;

2. TlocrosiHHO ycTaHaBnMMBaid mauTH (LUGpPOBbIe 3arulaTKH, KOTOpble aBTOMAaTUYEeCKU
yCTaHaB/IMBAIOTCSI C Le/Ibl0 ZI0OPa0TKM MporpaMMmbl) U Apyrue OOHOB/IEHUSI CBOEM
orepariMoHHON crcTeMbl. CKaunBail X TOJBKO C OULIMAIBHOTO caiiTa pa3paboTunka
OC. Euu cyiiecTByeT pe)KMM aBTOMaTHUeCKOro 0OHOBJIeHUs], BK/IFOUM €ro;

3. Paboraif Ha CBOeM KOMITbIOTepe TI0Z TIpaBaMH I10/Ib30BaTesis, a He afiIMUHUCTPATopa.
OTO He TM03BOJUT OOMBLIMHCTBY BPEJOHOCHBIX IPOrpaMM WHCTa/UTUPOBATbCS Ha
TBOEM I1epCOHaIbHOM KOMITbIOTEpE;

4. Vcronb3y¥ aHTUBUPYCHbIe TIPOTPAMMHbIe TIPOYKThI U3BECTHBIX MMPOW3BOAUTENEH, C

aBTOMAaTUYeCKUM 0OHOBJIeHHeM 0a3;

OrpaHnyb (pr3nUecKuii JOCTYT K KOMITbIOTEPY /1JIsl TOCTOPOHHUX JIULY;

6. Vcnonb3yli BHellIHHMe HOCUTeIU UH(OpMaLuH, Takue Kak (elka, AUCK Wian (aiia u3
WHTepHeTa, TOJIbKO U3 NMpodepeHHbIX UCTOUHUKOB;

7. He OTKpbIBail KOMITbIOTEDHBIE (paiiibl, TOSy4YeHHble U3 HeHaZlé)KHbIX MUCTOUHUKOB.
Haxxe Te (aiinbl, KOTOpble TPUCIAT TBOW 3HAaKOMbIM. JIyullle yTOUHU Yy Hero,
OTIPAaBJIST /I OH Tebe uX.

v

Cemu WI-FI

Wi-Fi - 370 He BuJ| epe/jauu JJaHHBIX, He TEXHOJIOTHS, a BCEro JUIlb OpeH[, Mapka. Eire
B 1991 roay HujepsaH/ACKass KOMIaHUsi 3apeructpupoBasia 6peHs « WECA», uro o603Hauano
coBocouetanue «Wireless Fidelity», KOTOpbIii 1epeBoAUTCS Kak «OeCcripoBO/IHAS TOUHOCTDY.

[lo Hamiero BpeMeHHW fomuia apyras ab0peBwarypa, KOTOpasi SIBSETCS TaKOW ke
TexHoJiorveid. JTo abbpeBuarypa «Wi-Fi». Takoe Ha3BaHMe ObLIO /JaHO C HAMEKOM Ha CTaHZApT
BbICIIMM 3BYKOBOW TexHUKU Hi-Fi, uTo B mepeBo/ie 03HauaeT «BbICOKAsi TOUHOCTbY.

[a, GecriaTHBIN WHTEPHET-AOCTYN B Kade, OTeassX W adpOMNopTax SIB/SETCS OTINYHON
BO3MOJKHOCTBIO BbIX0/la B MHTepHeT. Ho MHOTrMe 5KCIepThl CUMTAIOT, UTO 001eA0CTymHble Wi-

Fi ceTu He gBnst0TCS Oe30mMacHbBIMU.

CogeTsl 110 6e30macHocTH paboTe B 001meA0CcTymHbIX ceTssx Wi-fi:



He mepesaBaii cBor ymuHyro wH(popMaLuio uepe3 obmenoctynHbele Wi-Fi cern.
PaboTass B HMX, >KelaTelbHO He BBOJUTb IapoOJM [OCTYIa, JIOTWHbI U KaKhe-TO
HOMepa;

Wcnonb3yit 1 06HOB/IsI aHTUBUPYCHbIE MPOrpaMMbl U OpaHaMayep. TeM caMbIM Thl
obe3omacuiib cebst OT 3aKaUKu BUpPYyCa Ha TBOe YCTPOKCTBO;

[Tpu wucrionb3oBanud Wi-Fi otkmoun ¢yHkimio «O6mmii goctyn K daiiiam u
npuHTepam». [laHHas (QYHKUMS 3akKpbiTa [0 YMOJYaHUI0, OJHAKO HEKOTOpble
T0/Ib30BaTe/ I aKTUBUPYIOT eé /1Jisi yA00CTBa UCTo/b30BaHus B paboTe unu yuebe;

He ucnione3yii ny6smmunsiii WI-FI as1 iepefaun TAYHBIX [JaHHBIX, HalpyMep AJist
BbIX0/Ia B COLIMAJIbHbIE CETH WM B 3JIEKTPOHHYIO T10UTY;

Wrnosb3yn To/MBKO 3ammineHHoe coefyHeHre yepe3 HTTPS, a ve HTTP, T.e. npu
Habope Beb-azipeca BBOAM UMeHHO «https://»;

B wmobwieHOM TenmedoHe oTkmoud  GyHkuuto  «[logkmouenune k- Wi-Fi
aBTOoMaTthyecku». He fionyckaii aBTOMaTHyeCckoro MoJK/II0UeH sl yCTPOMCTBA K CeTM
Wi-Fi 6e3 TBoero cornacusi.

CoyuanbHble cemu

ColMasibHble CETH aKTUBHO BXO/ST B HAIlly >KHW3Hb, MHOTHE JIFO[M paboTalT U )KUBYT
TaM TOCTOSIHHO, a B Facebook y)ke 3apervcTpupoBaH MU/IHAP/, U€TOBEK, UTO SIB/SIETCS OJHOMN
CcebMOM BCeX JKUTesled TutaHeThl. MHOTHMe TIO/b30BaTed He TIOHUMAKT, UTO WH(OpMaIus,
pa3MellieHHasi UMU B COLIMA/bHBIX CETSX, MOXKET ObITh HalijieHa U MCII0/Ib30BaHa KeéM yrofHO, B
TOM YMCJIe He 00si3aTeNlbHO ¢ 61arMMyu HaMmepeHUsIMU.

OCHOBHBIE COBETHI 110 0€30I1aCHOCTH B COHa/IBHBIX CeTAX:

1.

OrpaHuub CIUCOK Jpy3eil. Y Tebs B ApPY3bsAX He AO/DKHO OBITH CIy4YaliHBIX U
He3HAaKOMBIX JIFO/IeH;

3auminal CBOXO UYacTHYHO >Xu3Hb. He ykasbiBall maposid, TeneoHbI, ajpeca, JaTy
TBOETO POXAEHUs M [APYryl JWYHYI0 HUHQOpMAaLUi0. 3/I0YMBILLIEHHUKH MOTYT
WCII0/Ib30BaTh JiaKe HMH(OpPMAIMI0 O TOM, KaK Thl U TBOU POJAUTENU TJIaHUpPyeTe
TPOBECTH KaHUKYJIbI;

3amuirail CBOr peryTaluio - Iep>KU ee B UMCTOTe U 3a/laBaii cebe BoOmpoc: xoTest Obl
ThI, YTOOBI IDyTHe TO/Ib30BaTe/d BUZIE/TH, UTO ThI 3arpyKaelb? [logymai, mpexxie
YeM UTO-TO OMyO/IMKOBaTh, HAaNMCAaTh U 3arPy3UTh;

Eciv Tl TOBOpUILL C JIFOJbMH, KOTOPBIX He 3Haelllb, He MCIO/b3yil CBOe peajbHOe
UMSI ¥ JIPYTYIO JIMUHYIO WHGOpPMAI[UU: WMs, MeCTO KHUTe/NbCTBA, MECTO yueObl U
ripouee;

W36eraii pa3merienusi dhororpaduii B IHTepHeTe, re Thl W300pa)keH Ha MECTHOCTH,
10 KOTOPOI MOYKHO OTIpe/ie/IUTh TBOe MeCTOTO/I0KeHUe;

[Tpu perucTparyv B COLMAILHOM CeTH He0OXOAUMO HCTIO/H30BaTh CI0KHbBIE TTapOJIH,
cocTosye U3 OyKB U [P U C KOJMIECTBOM 3HAKOB He MeHee 8;

[l7ist colabHOM CeTH, MOYThI U APYTUX CAUTOB HEOOXOZMMO HCTIO/b30BaTh pa3Hbie
naposid. Torza ecsiu Tebst B3/IOMAlOT, TO 3/I0YMBIIIIEHHUKU TIOJTyYaT AOCTYT TOJBKO
K O/IHOMY MeCTY, a He BO BCe Cpa3y.

DeKmpoHHble 0eHbau

OneKTpOHHbIE JIeHbIM — 3TO OueHb YJ00HBIN Crocob riareXxeid, 0fHAKO CYIIeCTBYIOT
MOLLIEHHHKH, KOTOpPbIe XOTAT MOJ/IyUUTb 3TH [|eHbIH.

BJ'IQKTPOHHLIE AeHbIr' MOoABU/IMCh COBCEM HeAdBHO WM MMEHHO H3-3da 3TOI'O BO MHOI'MX
rocyiapCrBax Ao CHX I10p He IIPOIMHCaHO TIPpO HUX B 3dKOHAX.



B Poccuu ke oHM (DYHKLIMOHUPYIOT U O HUX Y’Ke TIPOMUCAHO B 3aKOHe, T/le UX pa3fesisioT
Ha HeCKOJIbKO BUZIOB — aHOHUMHbIe U He aHOHWMHbIe. Pa3Hulla B TOM, UTO aHOHUMHBIE - 3TO Te,
B KOTOPBIX pa3pelaeTcs IPOBOAUTL orepaluyd 06e3 WJeHTHU(UKAL[UK TI0/b30BaTesisd, a B
HEAHOHWMHBIX UIeHTU(UKALIMHY TI0/Tb30BaTeIsl IB/ISIeTCs1 00s13aTe/TbHOM.

Taxke creflyeT pasnvuaTb 3/eKTPOHHbIe (pUaTHbIe [leHbIM (paBHbI rOCY/apCTBEHHbIM
Ba/IFOTaM) U 371eKTPOHHbIE He(puaTHbIE IeHbI'M (He PaBHbI TOCY/JapCTBEHHBIM BaIlOTaM).

OcHOBHbIe COBeThI 110 6e301acHoM paboTe € 3/1eKTPOHHBIMU JIeHbI'aMU:

1. TIpuBspku K cueTy MOOWIbHBIN TenedoH. DTO camMblii YAOOHBIA U OBICTPBIN CrI0CO0
BOCCTaHOBHUTh JIOCTYN K cueTy. IIpuBsi3aHHBINA Tese)OH MOMOXKET, ecu 3aby/elb
CBOM TIJIaTe>KHbIM MapoJib WM 3ak/ielllb Ha CaUT C HE3HAKOMOT'O yCTPOMCTBA;

2. Wcnone3yd opHopasoBble naponu. Ilocse mepexofa Ha yCHUIEHHYHO aBTOPU3ALUIO
Tebe y>ke He Oy/1eT yrpo’kaTb OMAaCHOCTb KPaXKU WJTU TTePexBara I/IaTe>KHOTO TapoJis;

3. Bwibepu coxHbifi Taposib. IlpecTynmHuKam OyzeT He TPOCTO yrafilaTh CIOXKHBIM
naposib. HaziexkHble aposi — 3TO Mapoy, KOTOpble cofiep>KaT He MeHee 8 3HaKOB U
BKJTFOYAIOT B ce0si CTPOUHbIe U TMPOMUCHbIe OYKBBI, IUPPHI U HECKOIBKO CUMBOJIOB,
TaKWe Kak 3HaK Jjo/1apa, (yHTa, BOCK/IMLIATeIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBO/IM CBOM JIMYHBIE /IaHHbIE HA CalTaX, KOTOPbIM He /lI0BepSsiellb.

D/NeKmpOoHHAs nouma

OneKTpOHHAs MoYTa — 3TO TeXHOJIOTHS M MpeJ0CTaB/sieMble et0 yC/IyTH T10 MepechliKe U
TIOJTyYeHHUIO 3/IeKTPOHHBIX COOOIIeHU, KOTOpble pacrpefiesisioTCs B KOMITBIOTEDHOUM CeTH.
OOBbIUHO ~ 2/IEKTPOHHBIM  TIOUTOBBIM  SIIIMK  BBIIJIIAUT  cledyroumM  obpasom:
VMS_TI0/Ib30BaTeNII(@UMs_JjoOMeHa. Takke Kpome Iiepefjaud TNPOCTOrO TeKCTa, WMeeTCs
BO3MOXXHOCTb Mepe/iaBaTh (paisibl.

OcHOBHbIe COBeThI 110 He30macHoM paboTe ¢ 3/1eKTPOHHOM MOYTOM:

1. Hazmo BIOpaTh MpaBU/IbHBIN TTOYTOBBIN CEPBUC. B MHTepHeTe eCTb OrPOMHBIN BBIOOD
OecruiaTHBIX TIOYTOBBIX CEPBUCOB, OJJHAKO JTydllle JIOBEPSTh TeM, KOro 3Haelllb U KTO
TIepPBbIN B PEUTUHTE;

2. He yka3biBaii B IM4HOM moyre nUuHyr0 MH(opMaiuio. Harnpumep, syuiiie BbIOpaTh
«MYy3bIKabHbIN_(paHaT@» umu «pok2013» BMecTo «Temal3»;

3. Wcnonb3yi [ByX3TanHy0 aBTOPU3aL1i0. JTO KOrJa MOMUMO Taposisi HYy>KHO BBOJUTh
KO/l, IPUChLIaeMbIi o SMS;

4. Boibepu c0XKHBIN Maposb. [Jisi Kak[Oro TOYTOBOrO SIIIMKA JO0/DKeH ObITh CBOM
Ha/|eXKHbIM, YCTOUUMBBIN K B3/IOMY 1ap0Jib;

5. Ecmm ectb BO3MOXXHOCTh HanucaTb CaMOMY CBOW JIMYHBIM BOIPOC, WCIOJb3YH 3Ty
BO3MO>XHOCTB;

6. Vcronb3yld HECKO/JBKO TMOUTOBBIX SIIMKOB. [lepBbId [/I1 4aCTHOW MepenucKu C
aZipecaTamMy, KOTOPbIM Tbl JOBepsellb. OJTO 3JIGKTPOHHBIM aZipeCc He HaJo
VICTI0/Tb30BaTh NPY PerucTpanyy Ha (popyMax M cauTax;

7. He oTkpeiBail ¢ailibl U Jpyrve B/IOXKEHUs B MMCbMax Jiake eCd OHW MPUILIA OT
TBOUX Jipy3eli. JIyullle yTOUHU y HUX, OTTIPABJIS/IA JIU OHU Tebe 3Tu daiisibl;

8. Tlocsie okoHuaHusi pabOTBI Ha TIOUTOBOM CepBHCE Tiepe[, 3aKphITHEM BKIaJKH C
caiiToM He 3a0y/ib Ha)KaTh Ha «BBIATU».



KubepbynnuHe uau upmyanbHoe u30esamenbCmeo

KubepbynmuHr — mipecsiefioBaHue COOOILIeHUsIMH, COJlepKallliMK  OCKOpOJ/ieHusl,
arpeccuro, 3aryruBaHue; XYJUTaHCTBO; COIMAbHOe OOMKOTHPOBaHHME C TIOMOIIBIO PAa3/IMYHBIX
VHTepHeT-CepBHUCOB.

OcHOBHbIe COBeThI 110 60pbOe ¢ KnbepOyTUHIOM:

1. He 6pocatics B 60#. Jlyummii criocob: 1mMocoBeTOBaThCs Kak cebsi BECTH U, eC/I HeT

TOro, K KOMy MOXXHO O0paTHUTbCs, TO BHauaje YCIOKOWUThCA. ECIM Thl HauHellb

OTBeYaTh OCKOPOJIEHUSIMM Ha OCKOpOJIeHWs, TO TOJIbKO elrle OOoJblile Pa30XOKelllb

KOH(QJTUKT;

Ynpasnsiii cBoeld KubepperyTaljei;

3. AHOHMMHOCTb B ceTd MHMMas. CyILeCTBYHOT CHOCOOBI BBISICHUTh, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM,;

4. He cTouT BeCTH Xy/JUraHCKHN 00pa3 BUPTYa/lbHOU >KU3HHU. VIHTEPHET GUKCUPYeT BCe

TBOU /IeMICTBUSI U COXPAHsIeT UX. Y Ja/UTh UX OyJeT KpaliHe 3aTpy/JHUTE/IBHO;

Cobrofjaii CBOM BUPTYa/IbHYIO UeCTb CMOJIOZY;

6. UrHopupy#l eauHuuHBI HerathB. OZHOpa30Bble OCKOpOWTE/NBHBIE COOOIIEHUs
Jydiiie UrHopupoBaTb. OOBIYHO arpeccust MpeKpalaeTcst Ha HavyaJabHOW CTa/ivy;

7. Ban arpeccopa. B mporpammax o6MeHa MrHOBEHHBIMU COOOIIIEHUSIMH, B COLIMA/TbHBIX
CeTsIX eCTh BO3MOXXHOCTb OJIOKMDOBKU OTIIPAaBKKA COOOIIEHUI C Orpe/e/IeHHbIX
asipecos;

8. Ecm  Th1 cBugerenb KubepOymmHra. TBoW [JEeWCTBUS: BBICTYUTH TIPOTHUB
rpecsiefioBartesisi, TOKa3aThb €My, UYTO €ero [JelCTBUs OLIeHMBAIOTCS HEraTHWBHO,
TIOZ/IePXKaTh JKEPTBY, KOTODOW HY)XHA TICUXOJIOTHUECKasi TOMOIb, COOOIIUTE
B3pOCJ/IBIM O (haKTe arpecCMBHOTO TIOBeZIEHUS B CETH.

N
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MobunbHblii menegoH

CoBpeMeHHble CMapT(QOHBI W TIJIAHIIETHl COZlep)KaT B cebe BIOMHE B3POCIIbIMA
(GyHKL[MOHA/A, W Telepb OHM MOTYT KOHKYpHMPOBaThb CO CTaljMOHApPHBIMU KOMIbIOTEPaMHU.
OpfHaKo, Cpe/iCTB 3aIlMTHI /ISl TOJOOHBIX YCTPOMCTB TIOKa OueHb Majio. TecTMpOBaHMWe U TTOUCK
ySI3BUMOCTe B HUX IPOMCXOJUT He TaK MHTeHCUBHO, Kak Ajs [1K, To >xe camoe kacaetcsi u
MOOW/TBHBIX TIPUJIOKEHH.

CoBpeMeHHbIe MOOW/IbHBIE Opay3epbl yke MPAKTUUeCKH [JOTHaId HaCTOJIbHBIe aHasoTH,
OJHAaKO paciuupeHue (GYHKLMOHAAa BredyeT 3a co00M OOMbLIYI0O C/I0KHOCTE W MEHbILIYHO
3alUIeHHOCTb.

[laneko He Bce TPOM3BOJUTENM BBIMYCKAIOT OOHOB/IEHMS, 3aKpPBIBAIOIEe KPUTUUYECKHEe
YSI3BUMOCTH [i/1s1 CBOUX YCTPOMCTB.

OCHOBHbIe COBeTHI /1J1s1 6830MacHOCTH MOOUIBLHOTO TesiedoHa:

1. Hwuuero He sIB/isSleTCSI TO-HacTosAIleMy OecriiaTHbIM. By/ib OCTOpOXKeH, Be/ib Korja
Tebe Tmpejsaral0T OecTUIaTHBIM KOHTEHT, B HeM MOTYT ObIThb CKDBITHI KaKHhe-TO
TJIaTHbIE YCIYTH;

2. [lymaii, mpexkzie yeM oTrnpaBuTh SMS, doTo uau Buzieo. Thl TOUHO 3Haelllb, IJje OHU
OyyT B KOHEUHOM UTOTE?

3. Heob6xoavmMo 06HOB/ISITE OTepaljMOHHYI0 CUCTEMY TBOEro cMapT(OHa;

4. Vcronb3y¥ aHTUBUPYCHBIE TIPOTPAMMBI [I7ist MOOW/TbHBIX Teie)OHOB;



5. He 3arpyskaii npuio>KeHusi OT HEM3BECTHOTO MCTOUYHUKA, Be/lb OHU MOTYT COJiep)KaTh
BPe/JJOHOCHOe TporpaMMHOe obecrieueHue;

6. Tlocie Toro Kak Thl BbIWJIeIIb C caiiTa, TJe BBOAWI JUUHYIHO UH(OpMaIUIo, 3aiiii B

HacTpoliku Opay3epa u yjanu cookies;

[Tepuoanuecky MpoBepsiii Kakue T/IaTHbIe YCIYTY aKTUBUPOBaHbI HA TBOEM HOMEpE;

8. [amaii cBoii HOMep MOOUILHOTO TenedOHa TOMBKO JIFO/SIM, KOTOPLIX ThI 3Haelllb U
KOMY [lOBepsielllb;

9. Bluetooth gomxeH ObITH BBIK/IIOUEH, KOT/la Thl UM He ToJib3yellibcsi. He 3abbiBaii
WHOT/]a TIPOBEPSITH 3TO.

~

Online uepbl

CoBpeMeHHble OHJAWH-UTPbl — 3TO KpacOUHble, 3axBaThbIBalOLUe pa3B/leuyeHus,
00beJUHSIOLe COTHU THICSU UesioBeK Mo BceMy MHpY. VITDOKHM MCCIeyIOT JaHHBIA UM MU,
001[ar0TCs IPYT C APYTOM, BBITTOJIHSIIOT 3afIaHUs], CPAKAlOTCS C MOHCTPAaMU U TIOJYYarOT OTIBIT.
3a yZOBOJILCTBUE OHU II/IATAT: TOKYIIAIOT JUCK, OIMJIauMBarOT abOHEMeHT WM TNpruoOpeTaroT
Kakue-TO OIL1HU.

Bce 3TM cpeictBa uAyT Ha TOJJep)KaHWe M pa3BUTHE WIPbl, a TakKXe Ha camy
6e30MacHOCTb: COBEpIIEHCTBYIOTCS CHUCTEMbl aBTOPHM3allMM, BBIMTYCKAIOTCS HOBBIE TaTuu
(uMdpoBbIe 3an1aTky AJis IporpaMM), 3aKpbIBatOTCsl ySI3BUMOCTU CepPBEpOB.

B HO,E[O6HI:IX HUrpax CTOUT OINACATbCA HE CTOJ/IbKO CBOUX COINEPHHUKOB, CKOJIBKO KPaXXu
TBOET'O MMapo0Jisd, Ha KOTOPOM OCHOBdHAd CUCT€Ma aBTODU3aAL|U OOJILILIMHCTBA Hrp.

OCHOBHBbIe COBETHI 110 6e301aCHOCTH TBOEro UIPOBOr0 aKKayHTa:

1. Ecsm gpyroii UTPoK BefieT cedsi I0X0 UK Cco3aeT Tebe HeMpUSTHOCTH, 3a0/I0KUPYH
€ro B CIHCKE UI'POKOB;

[Moxanyiics aJMHUHHACTpAaTOpaM WIPhl HA TIUIOXO0€ I[IOBEeJeHHe 3TOr0 WIPOKa,
KeJlaTeTbHO TIPUJIOKUTh KaKHe-TO /I0Ka3aTe/lbCTBa B BU/le CKDHUHOB;

He ykasbiBaii nuHyt0 nHGOpMaLIO B rpodaiisie Urpbi;

YBaykaii APYTUX YUYaCTHUKOB TIO UTDE;

He ycranaBnmBaii Heo(uIMabHbIe TIATYM U MOJBI;

Hcrosb3yli C/I0)KHBIE U pa3Hble MapoJv;

[axke BO Bpemsi WI'Pbl He CTOUT OTK/IHOUaTb aHTUBUpYC. [Toka ThI Wrpaerb, TBOH
KOMITBIOTEP MOTYT 3apa3uTh.

N

Nk

duiuuHe uAu Kpaxca AUYHbIX OGHHbIX

OObIYHON Kpakel [eHer W AOKYMEHTOB CETOZAHsS y)Ke HHUKOro He yAuBMfIb, HO C
pa3BUTHEM WHTEPHET-TeXHOJIOTHM  3/I0YMBILIJIeHHUKU TlepeMecTWINCh B WHTepHeT, U
MPO/I0/DKAIOT 3aHUMATbCSI «TFOOUMBIM» [JIeTIOM.

Tak mosiBW1ach HOBasi yrpo3a: UHTePHET-MOILIIeHHUYEeCTBa WM (DUILIMHT, TJlaBHasl Lielb
KOTOPOT'O COCTOMT B MOJy4YeHUM KOH(W/eHLMaNbHBIX JaHHBIX M0/b30BaTe/eil — JIOTUHOB U
naposieii. Ha anrnmiickom si3bike phishing umtaercst kak ¢ummnr (ot fishing — pribHast y10Bs,
password — naposb).

OcCHOBHBIE COBETHI 110 6oprbe ¢ purmmHroMm:

1. Cnemu 3a cBouM akkayHTOM. Eciau Thl Tojj03peBaelllb, UTO TBOSI aHKeTa Oblia
B3/I0MaHa, TO HeoOXoAMMO 3ab/0KUpOBaTh ee W COOOIIUTh aJMHUHUCTPAaTOpam
pecypca 06 3TOM Kak MOKHO CKOpee;



2. Ucrnonp3yii be3omnacHble BeO-CalTh, B TOM UKMC/Ie, MHTEPHET-Mara3HOB 1 TIOMCKOBBIX
CUCTeM;

3. Ucronp3y# C/10)KHBIE W pa3Hble Mapoiy. Takum oOpa3oM, ecyi TeOsi B37IOMAiOT, TO
3/I0YMBILLIZIEHHUKH TI0J/Ty4yaT JOCTYM TOABKO K OJHOMY TBOEMY MpPO(UIIO B CETH, a He
KO BCEM;

4. Ecrm Tebsi B3nOoMand, TO HeoOXOAMMO TpeAyrpeuTb BCEX CBOUX 3HAKOMBIX,

KOTOpbIe 00aB/ieHbl y TeOsi B APY3bsiX, O TOM, UTO TeOsl B3/IOMa/iv ¥, BO3MOKHO, OT

TBOEro MMeH! OyZieT pacChiIaThCsl CTlaM M CChUTKK Ha (DPUIITMHTOBbIe CalThI;

YcraHoBu HaziexxHbIH aposb (PIN) Ha MOOUIBbHBIHA TestehoH;

OTK/II0UM cOXpaHeHHe Taposisi B 6pay3epe;

7. He oTkpeiBail ¢ailibl U Jpyrye B/IOXKEHUs B MMCbMax Jiake eCd OHW MPUILIA OT
TBOUX Jipy3eii. JIyullle yTOUHU Yy HUX, OTIIPABJIS/IA JIU OHU Tebe 3TH (ailsibl.

o,

Lugposas penymayus

Lludposas pernyTtaiusi - 3T0 HeraTMBHasi WK TO3UTHBHasi WHoOpMalusi B ceTd o Tebe.
Komripometupytoirjass uH(poOpMariysi pa3MelljeHHasi B UHTePHeTe MOKET Cephe3HbIM 00pa3om
OTpasuThbCSl Ha TBOEW peanbHOM XU3HU. «lludpoBas penyranusi» - 3T0 TBOW UMUK, KOTOPBII
¢dopmupyetcst u3 nHGpopMaryu o Tebe B MIHTEpHeTe.

TBoe MeCTo >KHUTeNbCTBA, yueObl, TBoe (MHAHCOBOE TI0I0)KeHHe, 0COOEHHOCTH XapaKTepa
M pacckasbl 0 6/IM3KKX — BCe 3TO HAKAIUIMBAEeTCs B CETH.

MHorue ToJpOCTKU JIETKOMBICTIEHHO OTHOCSTCS K MyO/aMKaluyd TUUHON MH(pOpPMaLKu B
VHTepHeTe, He NMOHKMMasi BO3MOXXHBIX TMOCIeCTBUNA. Thl faXke He CMOXKelllb /J0TaZlaTbCsl O TOM,
yto oTorpadusi, pa3melljeHHas 5 JieT Ha3ajl, CTaja MPUUMHON OTKa3a MPUHSATH Tebst Ha paboTy.

KomMmeHTapuu, pasmelljeHe TBOMX ¢ororpaduii U [pyrve [AeWCTBUS MOTYT He
WCUe3HyThb Jla)ke I0C/Ae TOro, Kak Thl MX yJaluilb. Thl He 3Haelllb, KTO COXPaHW/I 3Ty
yH(opMallvo, TIoNnasa /M OHa B TMOMCKOBbIE CUCTEMbl U COXpaHW/ACh /I OHA, a IJIaBHOE: YTO
NoAyMarT o Tebe OKpy)Karolee JIFOAW, KOTOPble HAWAYT W yBUAAT 3T0. Haiity nHGopMario
MHOTO JIeT CITyCTS CMOXKeT Jiro0ol — Kak M3 A00phIX MOOYXJeHWi, TaK U C HaMepeHHeM
TIPUYMHATE BPeZl. OTO MOKET ObITb KTO YTOZHO.

OcCHOBHbIe COBETHI 110 3aluTe 1[U(POBOI peryTaLuun:

1. Tlomymaii, Tipexk/ie 4eM 4TO-TO TyOIMKOBaTh M IepefiaBaTth y cebsi B Gsiore WM B
COIL[MaJIbHOU CeTH;

2. B Hactpoiikax npodusis yCTaHOBU OTpaHUYEHHsI Ha TIPOCMOTP TBOETO TIPOMU/IS U ero
CO/IeP>KUMOT 0, C/ieflail ero TOJIBKO «JI/Is IpY3eii»;

3. He pa3melijaii u He yKa3biBaii “H(OPMaLHIO, KOTOpasi MOXeT KOT0-/Ii00 0CKopO/IsiTh
WK 00MKaTh.

AsmopcKoe npago

CoBpeMeHHble MIKOJTbHUKH— AaKTHUBHBbIE TIO/Ib30BaTed [M(POBOrO TPOCTPAHCTBA.
O[HaKO ZajieKo He BCe 3HAKOT, UTO T0JIb30BaHHE MHOTUMU BO3MOXXHOCTSIMU LIM(POBOTO MMpa
TpebyeT cob/r0/IeHNsI TIPaB Ha MHTeJ/UIeKTYalbHYI0 COOCTBEHHOCTb.

TepMuH «MHTe/IEKTya/lbHasi COOCTBEHHOCTb» OTHOCHUTCS K pa3/IMYHBIM TBOPEHUSM
Yyesi0BeYeCKOro yMa, HauvMHasi C HOBBIX M300peTeHHi U 3HAaKOB, 0003HaYarIUX COOCTBEHHOCTh
Ha TIPOAYKTbl U YCAyTd , U 3aKaHuMBasg KHUram, QororpadusMu, KWHODUIBMaMH WU
MYy3bIKa/JbHBIMU [IPOU3BEJeHUSIMHU.



ABTOpCKMe TpaBa — 3TO TIpaBa Ha UHTeJJIeKTyalbHYH0 COOCTBEHHOCTh Ha MPOW3Be/ieHusI
HayKH, IUTepaTypbl U UCKyCCTBa. ABTOPCKHe MpaBa BBICTYIAIOT B KaUeCTBe rapaHTUX TOTO, UTO
VHTe/UIeKTYya/IbHbII/TBOPUECKUI TPy, aBTopa He Oy/eT HampacHbIM, JJaCT eMy CIpaBe/iMBbie
BO3MO>KHOCTH 3apaboTaTh Ha pe3y/bTaTax CBOEro TPYAQ, MOJYYUTh U3BECTHOCTh W TIPU3HAHUE.
HukTo 6e3 paspeliieHust aBTOpa He MOKeT BOCTIPOM3BO/UTE €ro Mpou3Be/ieHNe, PaclipOCTPaHSITh,
nyO/IMUHO  IeMOHCTPUPOBATh, TPOZABaTh, WMIIOPTUPOBaTh, IMyCKAaTh B TMPOKAT, MyOIMYHO
VICIIOJTHSITh, MI0KAa3bIBaTh/UCIIO/NHATD B 3(Mpe Wi pa3MelaTh B IHTepHeTe.

Hcronb30BaHUe «IMPATCKOr0» MPOrpaMMHOro obecrieueHrst MOXKeT MPHUBECTH K MHOTUM
pUCKaM: OT TOTepy JaHHbIX K TBOMM aKKayHTaM [0 OJIOKMDOBKM TBOEro YCTPOWCTBA, T[e
yCTaHOBJIEHHBbIM He JierajbHas mporpamMma. He crouT Takxke 3abbiBaTh, UTO CYIeCTBYeT
nerasibHbIe U OecriyiaTHbIe TPOTPaMMbl, KOTOPbIe MOYKHO HalTH B CETH.

O nopmarne

CeTeBUUOK.p) — TBOM T/aBHbI COBETYMK B CeTH. 37eChb Thl MOXKelllb Y3HaTb O
6e30MacHOCTH B CETU TIOHSITHBIM U JJOCTYIIHBIM SI3bIKOM, a NPU BO3HUKHOBEHUM KPUTHUeCKOMH
cutyalii 00paTUTBCS 3a COBETOM. A TakKe TPUHSTH ydyacTHe B KOHKypCaxX M CTaTh CaMbIM
L{M(POBBIM IpaklaHUHOM!



